
Identity and Access Management
Technical Oversight Committee

April 16, 2015 Thursday 1:00-2:00 p.m. 6 Story Conference Room



• Meeting Purpose and Intended Outcomes

• Approval of Previous Minutes (5 min)

• Chair’s Report & Executive Committee Summary (10 min)

• Shared Topics of Interest: POI Sponsored Affiliation (10 min)

• Shared Topics of Interest: HarvardKey (20 min)
• Onboarding Workflow
• Responsive Design
• Walk-Through: HarvardKey Design Assets
• UX Consistency Across HUIT

• General Discussion (15 min)

Agenda
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Purpose
• Present the latest status of the IAM Program Plan

• Provide update on POI sponsored affiliation process

• Discuss HarvardKey responsive design

• Examine UX consistency across HUIT strategic initiatives

Intended Outcomes

• Bring everyone up to date on processes for POI sponsored 
affiliations

• Demonstrate HarvardKey’s responsive design

• Better knowledge of how HarvardKey, SIS, and TLT demonstrate 
design consistency

Meeting Purpose and Intended Outcomes
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March 12 Meeting
Topics

• Multifactor Authentication

• Email as Login Name

• Cloud Migrations

Action Items
• Refine communications 

strategy

• Investigate how Lync will 
interact with HarvardKey 
(since still on ICEMail)

Approval of Previous Minutes
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Previous Minutes: Action Items

Research how Lync will work with HarvardKey (still on Icemail and 
use ADID to login at present)
• HUIT Unified Communications has a project underway to convert 

Lync to a cloud-based service using the same O365 credential pair
• The legacy Lync service will continue to use the University AD 

password, which will match to HarvardKey; the login name in this 
scenario is unique

Refine communications strategy
• In progress: ability for “production support” emails to go to technical 

staff prior to business owners 
• In progress: methods for reaching out to various populations across 

the University about HarvardKey

5



See the latest dashboard at iam.harvard.edu/executive-dashboard

Chair’s Report: Executive Committee
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• Program Status: Green

• Key points: Collapsing instances of IAM databases; HarvardKey 
design; lower environment cloud migration underway

http://iam.harvard.edu/executive-dashboard


Shared Topics: POI Sponsored Affiliation

Issue: Guest accounts contribute to identity proliferation 
• FAS sponsored accounts in Waveset are local identities only without 

broader capabilities in the University
• We want to include these identities in IdDB (centralized identity registry)
• Establish smooth transitions as role changes occur over time
• Recognize existing University roles to avoid duplicate accounts

Solution: Integrate with simplified POI (person of interest) 
in MIDAS

• Add personae/roles to clearly define the person’s need for access and who 
they are — add the sponsored affiliation on the POI

• Use MIDAS to administer these identities 
• Require DOB for better identity-proofing against existing records
• Move closer to the “one identity for life” paradigm
• Maps more closely to Internet2.edu and InCommon standards
• Integrate self-claiming of identity via HarvardKey
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Shared Topics: POI Sponsored Affiliation

Same identity - evolving roles
• Once an identity is established, it will evolve with the addition of 

various roles
• This approach provides consistency and reduces the number of 

accounts issued

Example
• An employee sponsors the creation of an account for a contractor;  

contractor claims their account and is issued credentials
• Contractor is offered employment and has a new role added to the 

same identity
• The contractor role should be expired by the sponsor, but can 

coexist with employee role
• Adding other roles is also possible — for example, that one identity 

may also include DCE enrollment or multiple jobs
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Shared Topics: POI Sponsored Affiliation, continued
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Current Non-Sponsored POIs Current Sponsored POIs Proposed Sponsored POIs

• Overseer
• Retiree
• Spouse of Deceased Retiree
• Retired Hospital Affiliate
• Spouse of Deceased 
  Hospital Affiliate

• Consultant
• Contractor
• Vendor
• Security
• Family Member
• Tenant
• Smithsonian Employee
• Harvard Management 
  Company Employee
• Other

• Incoming Employee/Transfer
• Collaborator
• Inter-school Affiliated
• Visitor
• Volunteer
• Hospital Employee
• Field Education Supervisor
• Academic Advisor

Expanding POI role types will provide a better match with how the 
identities are actually used. 
• Clear definition of roles to be provided to sponsors/administrators
• Expanded roles may be tied to default service provisioning 

packages
• Sponsored roles will expire (but can be renewed)



Shared Topics: HarvardKey Onboarding Workflow
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Shared Topics: HarvardKey Responsive Design

HarvardKey will support desktop and mobile with equal fluency.
• Width-based, not device-based

• Multiple width “breakpoints”

• Content items follow a modular mental model

• Allows for greatest possible flexibility and future-proofing
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Shared Topics: HarvardKey Responsive Design

Modular design will automatically adjust to fit the needs of the 
user’s device.

12



Shared Topics: HarvardKey Responsive Design

Content in these modules can be combined or rearranged as 
needed, but together create a cohesive pattern with which users 
will become familiar.
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Shared Topics: HarvardKey Responsive Design

Let’s try it out!

Welcome/Options Screen:
http://tinyurl.com/harvardkey-welcome

Login Screen:
http://tinyurl.com/harvardkey-login

Setup (User Type):
http://tinyurl.com/harvardkey-usertype

Set Password:
http://tinyurl.com/harvardkey-setpassword
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Major use cases for HarvardKey:
• Claim an account (new users)

• Manage an existing account (existing users)

• Sign in to protected applications (existing users)

Walk-Through: HarvardKey Design Assets  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Claim an Account  
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HarvardKey Walk-Through: Manage Existing Account  
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HarvardKey Walk-Through: Manage Existing Account  
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HarvardKey Walk-Through: Application Sign-In
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HUIT Guiding Principles for User Experience

Perform similar tasks in similar ways1

Navigate seamlessly across applications2

Apply common branding, look, and feel

Leverage a common mental model4

3
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Perform similar tasks in similar ways
• Manage distinctions between app functions by focusing on shared 

UX components

Navigate seamlessly across applications
• Transition from authentication screen to a protected application 

minimizes differences between the two interfaces

Apply common branding, look, and feel
• Create continuity across applications by using unified branding
• Harmonize design wherever possible

Leverage a common mental model
• Use shared user personas and industry conventions

For IAM
• Present a minimal interface with few major UX elements

HUIT Cross-Program UX Review
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Navigation and wayfinding
• All user options should be 

visible on page load

• No “hidden” menus

Guiding Principle: Focus on Shared UX Components
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The user input form is the common component used in all 
applications.

• User inputs presented using similar layout choices

• Inline validation of form inputs

• Layering of UI with internal windows

• Use of color for call-to-action elements

Guiding Principle: Focus on Shared UX Components

29



Guiding Principle: Focus on Shared UX Components
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Guiding Principle: Focus on Shared UX Components
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Guiding Principle: Navigate Seamlessly Across Apps
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Guiding Principle: Apply Common Branding
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Harmonize design choices to create a consistent look and feel

Consistent typography

• Serif typefaces used only in branding contexts 

• Sans serif for body text

Consistent color usage

• Color palette limited to Harvard’s preferred web-safe colors

• Exception: Standard red and green for alert feedback messaging

Guiding Principle: Apply Common Look and Feel
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Guiding Principle: Apply Common Look and Feel
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Break with design and usability norms only when use cases 
require it
• All applications make use of “web-common” page layout and 

structure

• Iconography and call-to-action signals are familiar to the user

• Use patterns drive implementation choices

Guiding Principle: Leverage a Common Mental Model  
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Thank you!



Appendix A
Technical Oversight Committee Members



Technical Oversight Committee Members

Chair: Magnus Bjorkman, Director of IAM Engineering

Name School/Group

Indir Avdagic SEAS

Carolyn Brzezinski SIS

Steve Duncan Harvard Kennedy School

David Faux HUIT Admin Tech/FAS & 
College

Dan Fitzpatrick Partners

Eileen Flood Campus Services

Tim Gleason HUIT IAM/AD

Sherif Hashem Harvard Law School

Ken Ho GSE

Yadhav Jayaraman Harvard Business School

Name School/Group

Tyson Kamikawa Harvard Medical School

Colin Murtaugh HUIT Academic/TLT

Micah Nelson HUIT Security

Rich Ohlsten HUIT Admin Tech/Alumni

Brian Pedranti HSPH

Jonah Pollard Unified 
Communication/Cloud

Sara Sclaroff HUIT Admin Tech/HR

Randy Stern Library IT
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