
Iden%ty	
  and	
  Access	
  Management	
  
Technical	
  Oversight	
  Commi3ee	
  

May	
  15,	
  2014	
   Thursday	
   3:00PM-­‐4:00PM	
   6	
  Story	
  Street	
  



Agenda	
  

•  Approval	
  of	
  Prior	
  Minutes	
  

•  Chairs	
  Report	
  
•  Get	
  Started	
  with	
  an	
  IAM	
  Service	
  

•  Shared	
  Topics	
  of	
  Interest	
  
•  Proposal	
  Review	
  and	
  RecommendaKons	
  to	
  Approve	
  

•  General	
  Discussion	
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Mee%ng	
  Purpose	
  and	
  Intended	
  Outcome	
  

Purpose	
  

•  Provide	
  a	
  status	
  update	
  
•  Introduce	
  “Get	
  Started”	
  for	
  authenKcaKon	
  
•  Present	
  and	
  discuss	
  “Find	
  Person”	
  and	
  “Create/Reuse	
  ID”	
  services	
  
	
  

Intended	
  Outcome	
  

•  Enable	
  people	
  to	
  bring	
  back	
  “Get	
  Started”	
  for	
  authenKcaKon	
  back	
  to	
  their	
  
organizaKons.	
  

•  Validate	
  approach	
  for	
  “Find	
  Person”	
  and	
  “Create/Reuse	
  ID”	
  services	
  and	
  
that	
  they	
  meet	
  the	
  needs	
  of	
  organizaKons	
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Approvals	
  of	
  Minutes	
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Meeting'Agenda'/'Notes'
!

!
Project!Name! IAM!Program!–!IAM!Technical!Oversight!Committee!
Meeting!Date! April!3,!2014! Meeting!Time! 2:00!–!3:00!
Location/!Conference!#! Smith!Campus!Center!869! Meeting!Host! Magnus!Bjorkman!
! ! ! !

Invitees(
Steve!Duncan! X(
Tyson!Kamikawa! X(
Sherif!Hashem! (
Indir!Avdagic! X(
Ken!Ho! X(
Jake!Yerdon! X(
David!Faux! (
Jonah!Pollard! X(
Tim!Gleason! X(
Gretchen!Grozier! X(

Carolyn!Brzezinski! X(
Sara!Sclaroff! X(
Rich!Ohlsten! (
Colin!Murtaugh! X(
Dan!Fitzpatrick! (
Eileen!Flood! X(
Grainne!Reilly! X(
Joe!Zurba! X(
Micah!Nelson! X(

Agenda(and(Notes(

1. Why are we here? – IAM Program Governance 
a. Reviewed the purpose of the committee and the general IAM Program 

Governance.  
b. There was a request for the list of representatives of the overall IAM 

governance groups (the Executive and Identity Lifecycle Committees), as 
people wanted to make sure there is adequate representation.  

2. IAM Program Overview 
a. Discussed importance of service to work for organizations that want to use 

services in replacement of local solution as well as working with a local 
solution. 

b. Requested input on potential KPIs as we have not yet settled on those. 
c. There was a question if each project would result into a capability/service. It 

will depend on the project. Some will build a service, e.g. SailPoint, and 
others will be geared toward standards and collaborations, e.g. Federation. 

d. Confirmed that AD and FIM is part of this program. 
e. The Identity and Access Governance project is different from the actual 

governance of the program. It includes defining policies, processes and 
systems to manage the identities and visibility into access risks. 

3. IAM Technical Oversight Committee 
a. There was a question if the example policy approval process would be the 

exact sequence followed. The example is more schematic than exact, as 
the order of the initial steps might be in a different order and may have 
additional feedback loops. 

b. There was consensus on having the meeting on Thursday afternoon, 
preferable in the same week as the Executive Committee, but after the 
Executive Committee. 

c. Additional Topics Suggested: 



IAM	
  Execu%ve	
  Commi=ee	
  -­‐	
  Membership	
  

•  Anne	
  Margulies,	
  UCIO,	
  Co-­‐Chair	
  

•  Rainer	
  Fuchs,	
  CIO	
  HMS,	
  Co-­‐Chair	
  

•  Mary	
  Ann	
  Bradley,	
  Associate	
  Dean,	
  FAS	
  

•  Mike	
  Burke,	
  Registrar,	
  FAS	
  

•  Ben	
  Gaucherin,	
  Deputy	
  UCIO	
  
•  Prasanna	
  Gopalakrishnan,	
  Director,	
  Campus	
  Services	
  IT	
  

•  John	
  Jurus,	
  CIO,	
  UHS	
  
•  Jason	
  Snyder,	
  Program	
  Director,	
  IAM	
  

•  Jim	
  Waldo,	
  CTO	
  

•  Bob	
  Wi3stein,	
  Managing	
  Director,	
  HUIT	
  ATS	
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Chairs	
  Report:	
  Progress	
  Against	
  the	
  Plan	
  –	
  Key	
  
Accomplishments	
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Project	
   Release	
   Descrip%on	
   Plan	
  
Date	
  

Actual	
  
Date	
  

	
  Impact	
  

App	
  Portal	
   ApplicaKon	
  
RegistraKon	
  
(Internal)	
  

Deploy	
  a	
  new	
  applicaKon	
  to	
  to	
  
streamline	
  applicaKon	
  integraKon	
  

with	
  IAM	
  services.	
  	
  

April	
  
2014	
  

April	
  	
  
2014	
  

ü  Reduce	
  the	
  complexity	
  of	
  IAM	
  
integraKon	
  for	
  applicaKon	
  team.	
  

ü  Deploy	
  second	
  IAM	
  applicaKon	
  to	
  
to	
  AWS.	
  

FederaKon	
   InCommon	
  
Bronze	
  Self	
  
CerKficaKon	
  
PreparaKon	
  

Complete	
  the	
  Gap	
  Analysis	
  for	
  
InCommon	
  Bronze	
  Self	
  CerKficaKon	
  

June	
  
2014	
  

May	
  
2014	
  

ü  PosiKon	
  IAM	
  Services	
  to	
  be	
  
InCommon	
  Bronze	
  Self	
  CerKfied	
  by	
  
end	
  of	
  July	
  2014.	
  

Cloud	
  MigraKon	
   Cloud	
  
Architectural	
  
Reference	
  
Model	
  

Create	
  a	
  document	
  that	
  provides	
  an	
  
overview	
  of	
  the	
  IAM	
  AWS	
  cloud	
  
architecture	
  and	
  conKnuous	
  
integraKon	
  environment.	
  

July	
  	
  
2014	
  

May	
  
2014	
  

ü  Deliver	
  cloud	
  architecture	
  	
  
document	
  that	
  describes	
  design,	
  
technology,	
  processes,	
  and	
  
operaKons	
  of	
  an	
  applicaKon	
  within	
  
AWS.	
  

ü  Share	
  findings	
  and	
  lessons	
  learned	
  
with	
  other	
  HUIT	
  applicaKon	
  teams.	
  

The	
  following	
  table	
  outlines	
  the	
  key	
  program	
  accomplishments	
  achieved	
  since	
  the	
  March	
  IAM	
  
ExecuKve	
  Commi3ee	
  meeKng	
  :	
  	
  



Chairs	
  Report	
  –	
  Program	
  Status	
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IAM Executive Status Dashboard – May 12, 2014
Prepared by Jason Snyder

PROGRAM NARRATIVE EXECUTIVE ATTENTION NEEDED

No significant concerns

Risks identified; mitigation plans feasible and under review.

Significant risks to project deliverables and/or milestones; no viable mitigation plan yet known.

GREEN

GREEN

YELLOW

RED
Significant concerns / risks; mitigation plan requires immediate attention. ORANGE

Update: User Id collisions - Captured records from HMS, HKS, and SEAS and compared against central IAM to identify number 
of collisions. 

Update: SSN in our database -  Plan is ongoing and will be reviewed by Scott Bradner.

Update: Password policy - Intent is to use PIN policy as the starting point for our implementation.
CRITICAL SUCCESS FACTORS

PROJECT PLAN SUMMARY

The team continues to make significant progress against the plan. We completed the cloud reference architecture and reviewed with 
Amazon and the Enterprise Architecture team.  It appears to present a foundational architecture for other cloud initiatives.  The 
provisioning toolset, Sailpoint, is scheduled to go live this month.  Performance testing is ongoing and represents the greatest risk for 
delay, but we believe we will meet the scheduled deployment timeframe.

PROJECT STATUS Release under development. TealRelease not started.GreenRelease completed Grey

Near Term - Project Milestones
TOPIC Description Date

SailPoint Milestone (1) - Deploy Readiness Release to Production.
Milestone (2) - Deploy Foundation Release to Production.

May 2014
June 2014

Federation

Milestone (1) - Extend Attribute Base Set in Production LDAP 
for SailPoint.
Milestone (2) - Address findings in Gap Analysis for InCommon 
Bronze Self Certification.  

June 2014

July 2014

Directory 
Services

Milestone (1) - Create view for UUID in Production.
Milestone (2) - Deploy programmatic interface to allow Schools  
to locate user UUIDs and attributes.

June 2014
July 2014

App Portal Milestone (1) - Pilot App Portal with User Community June  2014
One Way 

Federation
Milestone (1) - Deliver plan for onboarding additional OWF 
partners.

May 2014

Identity and 
Access 

Governance

Milestone (1) - Deliver Remediation plan for SSN Truncation. May 2014

Authentication 
Enhancements No near term milestones

Authorization 
Enhancements No near term milestones

External 
Directories No near term milestones

Expanded 
Provisioning No near term milestones

Cloud 
Migrations No near term milestones

Executive Sponsorship Transition Planning Budget Planning Resource Planning Community Engagement School Participation

GREEN GREEN GREEN GREEN GREEN GREEN

 IAM Executive Team support for the 
security policy and infrastructure 
issues was significant and effected 
change.
  IAM Program Plan reviewed by 
many organizations.

Migration of current ATS IAM Dev 
Ops to IAM team being planned.

Budget spending is on track.  
FY2015 budgets, operational and 
capital are both as planned.

  Key position hires include 
Development Lead, Developer, QA, 
and Communications Specialist. 

Community Engagement Plan is 
drafted and outreach is active.
IAM is averaging over 6 active 
contacts per week.

  Schools are engaged and actively 
participating.
HLS has indicated that they would 
like to migrate to IAM.

Project Status
TOPIC Comment

SailPoint The SailPoint Readiness release is on track. Performance 
tuning and testing is in progress.

Federation

The InCommon Bronze self certification process has 
begun. The gap analysis is complete and the 
documentation tasks required to achieve certification are 
underway.

Directory 
Services

The UUID implementation needed for O365 migrations 
has begun.

App Portal
The internal, production deployment of the new 
Application Registration feature was successfully 
deployed to the cloud.

One Way 
Federation The O365 effort may reduce need for OWF.

Identity and 
Access 

Governance

A draft SSN Truncation remediation plan has been 
created and is under review.

Authentication 
Enhancements No near term milestones

Authorization 
Enhancements No near term milestones

External 
Directories No near term milestones

Expanded 
Provisioning No near term milestones

Cloud 
Migrations No near term milestones

STATUS

GREEN

GREEN

GREEN

GREEN

GREEN

GREEN

Not Started

Not Started

Not Started

Not Started

Not Started

Harvard&IAM&Program
January February March April May June July August September October November December January February March April May June July August September

Expanded(Provisioning

External(Directories

Authorization(Enhancements

Identity(Access(Governance

Authentication(Enhancements

2014
Q1 Q3 Q4Q2

One(Way(Federation

App(Portal

Directory(Services

Federation

Sailpoint

2015
Q1 Q2 Q3

October November December January February March April May June July August September October November December January February March April May June
Q1 Q2

2017
Q4

2016
Q1 Q2 Q3 Q4

2015

Cloud(Migration

HUIT&Expansion&

LDAP&Updates&(HU&&&Auth)&

FoundaMon&

Decommision&Waveset&

Role&TransiMon& Alumni&

Decommision&PIN3&

InCommon&Bronze&&Self&CerMficaMon&PreparMons&(AD,&PIN/CAS)&

ConnecMons&Update&

UUID&Enhancement&

ApplicaMon&RegistraMon&&

Cloud&Architectural&Reference&Model&

Program&Level&KPI&ReporMng&

IAM&Service&Usage&and&Access&ReporMng&

IAM&External&Facing&Website&

Metric&Dashboard&

idP&FuncMonality&Expansion&

SIS&Data&Model&Release&

OWF&Onboarding&(Harvard&Schools)&

AutomaMon&of&External&Partner&ConfiguraMon&

LDAP&Cloud&MigraMon&

Resource&Catalog&

PIN/AD&CredenMal&Mgmt&

LDAP&Security&Update&

Developer&Sandbox&Release&

Group&Management&

PIN/CAS&MigraMon&

Database&Export/&View&MigraMon&

MIDAS&and&IDDB&MigraMon&

IDGen&MigraMon&

FIM&Replacement&for&0365&

AutomaMon&of&&Internal&Partner&ConfiguraMon&

AdapMve&Access&

MulMfactor&AuthenMcaMon&

Self&Service&App&MigraMon&

LDAP&A^ribute&Expansion&

ConnecMons&User&Interface&Improvements&

SailPoint&MigraMon&

FederaMon&for&Hospitals&

AuthenMcable&CredenMals&for&Machines&

Self_Service&Workflow&&

Bring&Your&Own&IdenMty&

Business&Intelligence&Tool&Set&&

School&Level&KPI&ReporMng&

Desktop&and&Mobile&NaMve&ApplicaMons&

Yellow&Pages&Improvements&

Automated&AlerMng&and&Monitoring&

ConnecMons&MigraMon&

Expand&Provisioning&Targets&

IdP&FuncMonality&for&New&Targets&

Consolidated&LDAP&(HU&and&AUTH&LDAP)&

SIS&Wave&2&

FIM&Support&

CredenMal&Mapping&

ApplicaMon&Usage&StaMsMcs&

CAS&Bridge& PIN&UI&Improvements&

AD&ConsolidaMon&Prep& AD&MigraMon&(FAS/Central)& Decommission&FAS&AD&

Expand&Groups& Coarse&Grain&AuthorizaMon&

IAM&Reference&ImplementaMons& FederaMon&Updates&

Expose&LDAP&Directory&Data&

IdenMty&AnalyMcs&and&Risk&Assessment&

LDAP&FuncMonal&Enhancement&

IdenMty&Proofing&

Enhanced&idP&FuncMonality&for&Privacy&

Waveset&

Refine&Privacy&Protocols&

Readiness&&

Phonebook&and&Public&LDAP&Cloud&MigraMon&

Dionysus&Update&

SSN&TruncaMon&

Today&

•  Latest	
  detailed	
  status	
  
uploaded	
  at	
  
h3p://iam.harvard.edu	
  

•  Program	
  Status:	
  Green	
  

•  Office	
  365	
  Shared	
  Tenant.	
  
Increased	
  focus	
  on	
  
provisioning.	
  



Get	
  Started	
  with	
  an	
  IAM	
  Service:	
  Authen%ca%on	
  

•  There	
  is	
  a	
  new	
  web	
  site	
  available	
  for	
  IAM	
  that	
  gives	
  informaKon	
  about	
  the	
  
program	
  and	
  our	
  services:	
  

–  h3p://iam.harvard.edu	
  

•  The	
  web	
  site	
  contains	
  a	
  secKon	
  to	
  help	
  people	
  to	
  use	
  our	
  services	
  that	
  we	
  
call	
  “Get	
  Started:	
  	
  

–  IntroducKon	
  to	
  Service	
  
–  Guide	
  on	
  what	
  service	
  or	
  what	
  part	
  of	
  service	
  to	
  use	
  
–  Technical	
  informaKon	
  and	
  how-­‐to’s	
  

–  Links	
  to	
  addiKonal	
  resources	
  

•  The	
  first	
  part	
  of	
  the	
  “Get	
  Started”	
  secKon	
  is	
  for	
  AuthenKcaKon.	
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Get	
  Started	
  with	
  an	
  IAM	
  Service:	
  Authen%ca%on	
  (cont.)	
  

•  IntroducKon	
  

•  SelecKng	
  an	
  AuthenKcaKon	
  Protocol	
  

•  Using	
  CAS	
  as	
  your	
  authenKcaKon	
  protocol	
  
–  How	
  CAS	
  works	
  

–  Why	
  CAS	
  is	
  helpful	
  

–  ApplicaKon	
  configuraKon	
  in	
  order	
  to	
  use	
  the	
  CAS	
  protocol	
  

•  Using	
  SAML	
  as	
  your	
  authenKcaKon	
  protocol	
  

–  How	
  SAML	
  works	
  

–  Why	
  SAML	
  is	
  helpful	
  

–  ApplicaKon	
  configuraKon	
  in	
  order	
  to	
  use	
  the	
  SAML	
  protocol	
  

•  Using	
  PIN2	
  as	
  your	
  authenKcaKon	
  protocol	
  
–  How	
  PIN2	
  works	
  

–  Why	
  PIN2	
  is	
  helpful	
  

–  ApplicaKon	
  configuraKon	
  in	
  order	
  to	
  use	
  the	
  PIN2	
  protocol	
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Get	
  Started	
  with	
  an	
  IAM	
  Service:	
  Authen%ca%on	
  (cont.)	
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Shared	
  Topics	
  of	
  Interest:	
  “Find	
  Person”	
  and	
  ”Create/Manage	
  
ID”	
  

•  The	
  UUID	
  provides	
  the	
  unique	
  idenKfier	
  that	
  will	
  allow	
  us	
  to	
  correlate	
  and	
  join	
  users	
  
across	
  schools	
  and	
  systems.	
  Provides	
  the	
  following	
  benefits	
  among	
  others:	
  

–  Avoid	
  giving	
  mulKple	
  accounts	
  to	
  the	
  same	
  user.	
  

–  Enable	
  our	
  systems	
  to	
  give	
  access	
  based	
  on	
  the	
  idenKty	
  of	
  the	
  user	
  not	
  the	
  credenKal	
  
they	
  use.	
  In	
  turn	
  allowing	
  people	
  to	
  use	
  the	
  credenKal	
  they	
  know.	
  

•  Apart	
  from	
  the	
  definiKon	
  of	
  the	
  UUID	
  itself,	
  we	
  need	
  a	
  process	
  to	
  assign	
  a	
  person	
  
the	
  same	
  UUID	
  across	
  Harvard	
  to	
  realize	
  the	
  benefits	
  of	
  this.	
  

•  We	
  are	
  looking	
  at	
  providing	
  services	
  to	
  address	
  this:	
  

–  “Find	
  Person”	
  Allows	
  systems	
  to	
  find	
  people	
  with	
  already	
  exisKng	
  idenKfiers.	
  

–  “Create/Manage	
  ID”	
  Allows	
  people	
  to	
  create	
  new	
  idenKfiers,	
  storing	
  essenKal	
  
informaKon	
  about	
  a	
  person	
  so	
  people	
  can	
  later	
  find	
  them	
  using	
  “Find	
  Person”.	
  It	
  also	
  
allows	
  for	
  that	
  informaKon	
  to	
  be	
  later	
  updated.	
  

•  There	
  will	
  also	
  be	
  an	
  addiKonal	
  service,	
  “Insert	
  Role”,	
  that	
  will	
  allow	
  onboarding	
  
applicaKons	
  to	
  add	
  roles	
  needed	
  for	
  provisioning.	
  The	
  main	
  intent	
  for	
  this	
  is	
  to	
  
capture	
  sponsored	
  roles	
  that	
  do	
  not	
  flow	
  through	
  HR	
  and	
  SIS	
  systems.	
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Using	
  the	
  APIs:	
  New	
  Onboarding	
  Applica%on	
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New	
  
Onboarding	
  

App	
  

FindPerson	
  

IDDB 
1 

2 

Create/	
  
Manage	
  ID	
  

3 

IDGen	
  

4,6 

5 

1.  Onboarding app calls FindPerson to see if person already exists 
2.  FindPerson checks in IDDB for information about existing people 
3.  If the person does not exist, Create/Manage ID is called to generate a new identifier 

(HUID, UUID) 
4.  Create/Manage ID generates UUID and ADID (if needed) and stores it in IDDB 
5.  If a HUID is needed. Create/Manage ID will call IDGen to get a HUID generated. 
6.  Create/Manage ID also calls IDDB to create a skeleton record for the person, allowing 

for immediate provisioning if needed and appropriate 



“Find	
  Person”	
  API	
  

•  Fuzzy	
  Matching	
  

–  FindPerson_byEPI(name,	
  dob,	
  last	
  four	
  of	
  SSN,	
  e-­‐mail,	
  etc.)	
  

•  Exact	
  Matching	
  

–  FindPerson_byUUID()	
  
–  FindPerson_byHUID()	
  
–  FindPerson_byEmailAddr()	
  

–  FindPerson_byPhoneNumber()	
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“Create/Manage	
  ID”	
  API	
  

•  CreatePersonRecord(In	
  EPI,	
  OUT	
  UUID,	
  HUID)	
  
•  CreatePersonRecordGivenUUID(In	
  EPI,	
  UUID;	
  OUT	
  	
  HUID)	
  
•  CreatePersonRecordGivenHUID(In	
  EPI,	
  HUID;	
  OUT	
  UUID)	
  
•  UpdatePersonRecordByUUID(In	
  EPI,	
  UUID;	
  OUT	
  HUID)	
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“Batch”	
  API	
  

•  Provides	
  a	
  method	
  for	
  onboarding	
  applicaKons	
  to	
  provide	
  a	
  list	
  of	
  people	
  to	
  
create	
  idenKfiers	
  for	
  

–  Uses	
  the	
  previous	
  APIs	
  to	
  implement	
  the	
  batch	
  funcKonality	
  

–  Looping	
  through	
  the	
  list,	
  trying	
  to	
  match	
  people	
  in	
  the	
  list	
  with	
  exisKng	
  people	
  
in	
  IDDB	
  

•  For	
  an	
  exact	
  match,	
  return	
  the	
  ID	
  of	
  that	
  person	
  (HUID,	
  UUID,	
  etc.)	
  

•  For	
  parKal	
  match,	
  or	
  mulKple	
  matches,	
  return	
  a	
  list	
  of	
  potenKal	
  matches,	
  so	
  
onboarding	
  applicaKon	
  can	
  make	
  a	
  determinaKon	
  

•  For	
  a	
  confident	
  non-­‐match,	
  create	
  a	
  new	
  ID/Record	
  for	
  the	
  person	
  and	
  return	
  the	
  ID	
  

•  When	
  a	
  list	
  of	
  potenKal	
  matches	
  is	
  returned,	
  the	
  onboarding	
  applicaKon	
  
can	
  use	
  the	
  Create/Manage	
  ID	
  for	
  individual	
  people,	
  or	
  send	
  a	
  list	
  back	
  for	
  
people	
  to	
  explicitly	
  create	
  IDs	
  for	
  (batch)	
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General	
  Discussion	
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Appendix	
  



Technical	
  Oversight	
  Commi=ee	
  Members	
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Name	
   School/Group	
  

Carolyn	
  Brzezinski	
   SIS	
  

Sara	
  Sclaroff	
   HUIT	
  Admin	
  Tech/HR	
  

Rich	
  Ohlsten	
   HUIT	
  Admin	
  Tech/Alumni	
  

Colin	
  Murtaugh	
   HUIT	
  Academic	
  

Dan	
  Fitzpatrick	
   Partners	
  

Eileen	
  Flood	
   Campus	
  Services	
  

Randy	
  Stern	
   Library	
  IT	
  

Joe	
  Zurba	
   HUIT	
  Security	
  

Name	
   School/Group	
  

Steve	
  Duncan	
   Harvard	
  Kennedy	
  School	
  

Tyson	
  Kamikawa	
   Harvard	
  Medical	
  School	
  

Sherif	
  Hashem	
   Harvard	
  Law	
  School	
  

Indir	
  Avdagic	
   SEAS	
  

Ken	
  Ho	
   GSE	
  

Jake	
  Yerdon	
   HSPH	
  

David	
  Faux	
   HUIT	
  Admin	
  Tech/FAS	
  &	
  
College	
  

Jonah	
  Pollard	
   Unified	
  CommunicaKon/
Cloud	
  

Tim	
  Gleason	
   HUIT	
  IAM/AD	
  

Chair: Magnus Bjorkman, HUIT IAM 


