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  from	
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  –	
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–  Next	
  Steps/Major	
  Milestones	
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Mee%ng	
  Purpose	
  and	
  Intended	
  Outcome	
  

Purpose	
  

•  Introduce	
  the	
  IAM	
  Program	
  Governance	
  and	
  the	
  responsibili4es	
  for	
  this	
  
commi/ee	
  as	
  well	
  as	
  the	
  IAM	
  Program	
  Plan.	
  

–  Get	
  to	
  know	
  each	
  other…	
  

•  Provide	
  a	
  status	
  update	
  
•  Discuss	
  the	
  what	
  is	
  meant	
  by	
  ‘IAM	
  Lifecycle’	
  and	
  topics	
  for	
  Harvard	
  	
  

Intended	
  Outcome	
  

•  Provide	
  an	
  overview	
  of	
  the	
  IAM	
  Program	
  Governance.	
  

•  Provide	
  an	
  overview	
  of	
  the	
  IAM	
  Program	
  Implementa4on	
  Approach	
  	
  

•  First	
  topic(s)	
  to	
  work	
  on	
  in	
  our	
  next	
  mee4ng	
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Why	
  are	
  we	
  here?	
  –	
  IAM	
  Program	
  Governance	
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IAM	
  Execu%ve	
  
CommiAee	
  

IAM	
  Iden%ty	
  
Lifecycle	
  CommiAee	
  

IAM	
  Technology	
  
Oversight	
  
CommiAee	
  

IAM	
  Program	
  Team	
  

Strategy and Oversight 

Architecture Onboarding 
Process 
Change 

Recommends	
  improvements	
  to	
  
onboarding,	
  deprovisioning,	
  and	
  

iden%ty	
  updates	
  	
  

Reviews	
  the	
  architecture	
  and	
  defines	
  
policy	
  and	
  provides	
  InCommon	
  

assurance	
  direc%on	
  and	
  assessment	
  



IAM	
  Program	
  Overview	
  -­‐	
  Vision	
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1. Simplify the User Experience	
  
“Simplify and improve user access to 
applications and information inside and 
outside of the University.” 

 
2. Enable Research and Collaboration	
  
“Simplify the ability for faculty, staff, and 
students to perform research and 
collaboration within the University and with 
colleagues from other institutions.” 

 
3. Protect University Resources	
  
“Improve the security stature of the 
University with a standard approach.” 

 
4. Facilitate Technology Innovation	
  
“Establish a strong foundation for IAM to 
enable user access regardless of new 
and/or disruptive technologies.“  

Strategic Objectives Guiding Principles Key Performance Indicators 
•  Harvard Community needs will 

drive the technology supporting 
the Identity and Access 
Management Program 

 
•  Tactical project planning will 

remain aligned with the Program 
strategic objectives 

 

•  Solution design should allow for 
other Schools to use the 
foundational to communicate with 
the IAM system in a consistent, 
federated fashion  

 

•  Communication and socialization 
of the program are critical to its 
success 

•  The number of help desk requests 
that relate to account management 
per month. 

 
•  The number of registered production 

applications that use the IAM system 
per month. 

 
•   The number of user logins and 

access requests through the IAM 
system per month. 

 
•  The number of production systems 

that the IAM system provisions to 
per month.  

Provide secure access to applications that is easy for the user, application owner, and IT administrative staff 
with solutions that require fewer login credentials, enable collaboration across Harvard and beyond, and 

improve security and auditing.  

The Vision for Identity and Access Management (IAM) 



IAM	
  Program	
  Overview	
  -­‐	
  Business	
  Need	
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Stakeholder Experience Today Imagine If…. Program Benefit 

End Users 
 

•  End users have different user names and 
credentials to access applications and data 
both internal and external to the University. 

 
 
•  End users rely on manual, paper based 

process for creating and managing user 
accounts. 

 
•  End users have no access or are forced to 

register for accounts to access external 
sites. 

 
•  The identity of an end user is not consistent 

throughout the identity lifecycle resulting in 
interrupted access to services and 
resources. 

•  End users could access information and 
perform research across schools and with 
other institutions without having to use several 
sets of credentials. 

 
•  End users could manage their own accounts 

and sponsor others through a centralized web 
application. 

•  End users could use internal Harvard 
credentials to access common external sites. 

 
 
•  End users could keep using the same set of 

credentials despite change in status, role, or 
affiliation. 

•  Simplify Account 
Management 

•  Increase Self-Service 
 
•  Expand Access to 

Resources 
 
•  Allow Choice of 

Credentials 
 
•  Ensure Continuity of 

Identity 

Application 
Owners 

•  Application owners have difficulty integrating 
access management into their solutions 
creating long implementation timelines and 
higher costs. 

•  Application owners have to grant application 
access to users with the same access rights 
for each user separately. 

•  Application owners can easily integrate 
Harvard users with internal and external 
applications using an application portal. 

•  Application owners can easily manage groups 
for controlling access to their applications.  

•  Simplify Application 
Set-up  

•  Simplify Application 
Administration 

People 
Administrators  

•  People administrators manually create 
sponsored guest identities resulting in 
delays in end user productivity. 

 
•  People administrators cannot streamline the 

de-provisioning of user access privileges 
across multiple systems 

•  Sponsors can create and manage an external 
person’s identity and access. 

 
 
•  Automated provisioning reduces the burden of 

people administrators of disparate systems 
and increases the security posture of the 
University.	
  

•  Reduce Manual 
Process for Guest 
Membership 

•  Reduce Local 
Administrative 
Overhead 



IAM	
  Iden%ty	
  Lifecycle	
  CommiAee	
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IAM	
  Lifecycle	
  CommiAee	
  –	
  What	
  do	
  we	
  need	
  from	
  you?	
  

•  Frequency:	
  Monthly	
  

•  Monthly	
  Agenda:	
  
–  Approval	
  of	
  Prior	
  Minutes	
  

–  Chairs	
  Report	
  

–  Get	
  Started	
  with	
  an	
  IAM	
  Service	
  

–  Shared	
  Topics	
  of	
  Interest	
  

–  Proposal	
  Review	
  and	
  
Recommenda4ons	
  to	
  Approve	
  

–  New	
  Business	
  

•  Your	
  Commitment	
  

–  A/end	
  monthly	
  mee4ngs	
  

–  Represent	
  the	
  concerns	
  of	
  your	
  organiza4on	
  in	
  the	
  mee4ngs	
  

–  Bring	
  back	
  informa4on	
  from	
  the	
  mee4ngs	
  into	
  your	
  organiza4ons	
  

•  What	
  day	
  of	
  the	
  week	
  would	
  work	
  the	
  best	
  for	
  a	
  monthly	
  recurring	
  
mee4ng?	
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Discussion:	
  

Commi/ee:	
  Scope	
  and	
  Approach	
  

•  Collec4ve	
  experiences	
  on	
  other	
  groups	
  like	
  this	
  at	
  Harvard	
  before	
  
–  What	
  worked	
  well	
  (or	
  not	
  so	
  well?)	
  

–  Factors	
  that	
  contribute	
  to	
  success?	
  

•  What	
  is	
  meant	
  by	
  Iden4ty	
  Lifecycle?	
  

•  What	
  is	
  the	
  best	
  way	
  to	
  determine	
  what	
  topics	
  need	
  work?	
  

•  What	
  our	
  exis4ng	
  connec4ons	
  to	
  other	
  groups?	
  

–  Internal?	
  
–  External	
  user	
  groups?	
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IAM	
  Program	
  Overview	
  -­‐	
  Implementa%on	
  Approach	
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The	
  IAM	
  Program	
  will	
  be	
  implemented	
  in	
  accordance	
  to	
  the	
  four	
  strategic	
  objec4ves	
  
and	
  work	
  will	
  be	
  managed	
  as	
  a	
  porfolio	
  of	
  eleven	
  projects:	
  

	
  

	
  

	
  

	
  



IAM	
  Program	
  Overview	
  -­‐	
  Timeline	
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PROJECT PLAN SUMMARY
Release under development. TealRelease not started.GreenRelease completed Grey

Harvard&IAM&Program
January February March April May June July August September October November December January February March April May June July August September

2015
Q1 Q2 Q3

One(Way(Federation

App(Portal

Directory(Services

Federation

Sailpoint

2014
Q1 Q3 Q4Q2

Expanded(Provisioning

External(Directories

Authorization(Enhancements

Identity(Access(Governance

Authentication(Enhancements

October November December January February March April May June July August September October November December January February March April May June
Q1 Q2

2017
Q4

2016
Q1 Q2 Q3 Q4

2015

Cloud(Migration

HUIT&Expansion&

LDAP&Updates&(HU&&&Auth)&

FoundaMon&

Decommision&Waveset&

Role&TransiMon& Alumni&

Decommision&PIN3&

InCommon&Bronze&&Self&CerMficaMon&PreparMons&(AD,&PIN/CAS)&

!&

ConnecMons&Update&

UUID&Enhancement&

ApplicaMon&RegistraMon&&

Cloud&Architectural&Reference&Model&

(

Program&Level&KPI&ReporMng&

IAM&Service&Usage&and&Access&ReporMng&

IAM&External&Facing&Website&

Metric&Dashboard&

idP&FuncMonality&Expansion&

SIS&Data&Model&Release&

OWF&Onboarding&(Harvard&Schools)&

AutomaMon&of&External&Partner&ConfiguraMon&

LDAP&Cloud&MigraMon&

Resource&Catalog&

PIN/AD&CredenMal&Mgmt&

LDAP&Security&Update&

Developer&Sandbox&Release&

Group&Management&

PIN/CAS&MigraMon&

Database&Export/&View&MigraMon&

MIDAS&and&IDDB&MigraMon&

IDGen&MigraMon&

FIM&Replacement&for&0365&

AutomaMon&of&&Internal&Partner&ConfiguraMon&

AdapMve&Access&

MulMfactor&AuthenMcaMon&

Self&Service&App&MigraMon&

LDAP&A^ribute&Expansion&

ConnecMons&User&Interface&Improvements&

SailPoint&MigraMon&

FederaMon&for&Hospitals&

AuthenMcable&CredenMals&for&Machines&

Self_Service&Workflow&&

Bring&Your&Own&IdenMty&

Business&Intelligence&Tool&Set&&

School&Level&KPI&ReporMng&

Desktop&and&Mobile&NaMve&ApplicaMons&

Yellow&Pages&Improvements&

Automated&AlerMng&and&Monitoring&

ConnecMons&MigraMon&

Expand&Provisioning&Targets&

IdP&FuncMonality&for&New&Targets&

Consolidated&LDAP&(HU&and&AUTH&LDAP)&

SIS&Wave&2&

FIM&Support&

CredenMal&Mapping&

ApplicaMon&Usage&StaMsMcs&

CAS&Bridge& PIN&UI&Improvements&

AD&ConsolidaMon&Prep& AD&MigraMon&(FAS/Central)& Decommission&FAS&AD&

Expand&Groups& Coarse&Grain&AuthorizaMon&

IAM&Reference&ImplementaMons& FederaMon&Updates&

Expose&LDAP&Directory&Data&

IdenMty&AnalyMcs&and&Risk&Assessment&

LDAP&FuncMonal&Enhancement&

IdenMty&Proofing&

Enhanced&idP&FuncMonality&for&Privacy&

Waveset&

Refine&Privacy&Protocols&

Readiness&&

Phonebook&and&Public&LDAP&Cloud&MigraMon&

Dionysus&Update&

!  &&

SSN&TruncaMon&

Today&



Discussion:	
  Process	
  Change	
  Topics	
  Already	
  On	
  Roadmap	
  

•  Change	
  in	
  process	
  
–  Person	
  of	
  Interest	
  Process:	
  	
  Issue	
  permanent	
  HUIDS	
  (June	
  2014)	
  

–  Reduce	
  volume	
  of	
  full	
  SSN	
  data	
  in	
  the	
  iden4ty	
  database	
  

•  Projects	
  In	
  Flight	
  with	
  Lifecycle	
  Process	
  Impact	
  

–  User	
  Management	
  and	
  Provisionin	
  g	
  (aka	
  ‘Sailpoint’)	
  

•  User	
  Account	
  Claiming	
  (Ini4al	
  onboarding)	
  

•  User	
  Password	
  Reset	
  /	
  Login	
  Name	
  Recovery	
  

•  Sponsored	
  Account	
  Management	
  

–  Mapping	
  Iden4ty:	
  ID	
  Services	
  for	
  Schools/Depts	
  	
  (UUID,	
  HUID,	
  Person	
  Matching)	
  

–  Cross	
  Registra4on	
  
–  New	
  SIS	
  Data	
  Model	
  (Wave	
  0,	
  Wave	
  1)	
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Wrap-­‐Up	
  &	
  Next	
  Steps	
  

Collabora4on	
  Spaces:	
  

•  IAM	
  Lifecycle	
  Commi/ee	
  Wiki	
  Space	
  

•  IAM.harvard.edu	
  	
  (Program	
  website)	
  

Next	
  mee4ng:	
  

•  Best	
  4ming	
  op4ons?	
  

–  Possibili4es:	
  	
  First	
  week	
  of	
  Month,	
  Thursday:	
  	
  1	
  to	
  2:30	
  

–  Other	
  sugges4ons?	
  

Next	
  Agenda:	
  	
  

•  Proposed	
  on-­‐boarding	
  process	
  for	
  new	
  users	
  of	
  FAS,	
  Central	
  	
  
–  Iden4fy	
  key	
  implementa4on	
  considera4ons	
  for	
  these	
  widespread	
  changes	
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Appendix	
  
Other	
  IAM	
  Program	
  Informa%on	
  



Progress	
  Against	
  the	
  Plan	
  –	
  Key	
  Accomplishments	
  

15 

Project	
   Release	
   Descrip%on	
   Plan	
  
Date	
  

Actual	
  
Date	
  

	
  Impact	
  

SailPoint	
   Waveset	
   Deliver	
  Waveset	
  changes	
  to	
  support	
  
transi4on	
  of	
  student	
  users	
  to	
  the	
  

@g	
  Google	
  domain.	
  

March	
  
2014	
  

March	
  
2014	
  

ü  Enable	
  Google	
  users	
  to	
  opt	
  out	
  of	
  
having	
  personal	
  informa4on	
  
searchable	
  in	
  the	
  Google	
  
directory.	
  (i.e.	
  FERPA	
  status)	
  

ü  Enable	
  GSAS	
  users	
  to	
  have	
  the	
  
op4on	
  to	
  request	
  a	
  Google	
  
account.	
  

Directory	
  
Services	
  

LDAP	
  
Updates	
  

Update	
  the	
  end	
  of	
  support	
  sokware	
  
and	
  hardware	
  for	
  HU	
  LDAP.	
  

March	
  
2014	
  

March	
  
2014	
  

ü  Improve	
  the	
  reliability	
  of	
  IAM	
  
services.	
  

Iden4ty	
  Access	
  
Governance	
  

IAM	
  External	
  
Facing	
  
Website	
  

Replace	
  the	
  IAM	
  wiki	
  site	
  with	
  a	
  
standardized,	
  externally	
  facing	
  

website.	
  

June	
  
2014	
  

March	
  
2014	
  

ü  View	
  IAM	
  program	
  informa4on	
  
and	
  status	
  at	
  iam.harvard.edu.	
  

	
  

External	
  
Directories	
  

Connec4ons	
  
Update	
  

Replace	
  the	
  IBM	
  Connec4ons	
  
product	
  with	
  a	
  homegrown	
  

applica4on.	
  

May	
  
2014	
  

March	
  
2014	
  

ü Meet	
  IBM	
  license	
  requirements	
  to	
  
avoid	
  financial	
  penalty.	
  

ü  Provide	
  founda4on	
  to	
  improve	
  
search	
  func4onality	
  in	
  future	
  
releases.	
  

Cloud	
  Migra4on	
   Connec4ons	
  
Migra4on	
  

Deploy	
  the	
  new	
  Connec4ons	
  
applica4on	
  to	
  the	
  AWS	
  Cloud.	
  

July	
  	
  
2014	
  

March	
  
2014	
  

ü  Deliver	
  first	
  IAM	
  service	
  to	
  the	
  
cloud.	
  

The	
  following	
  table	
  outlines	
  the	
  key	
  program	
  accomplishments	
  achieved	
  in	
  the	
  past	
  month	
  :	
  	
  



Next	
  Steps	
  /	
  Major	
  Deliverable	
  Milestones	
  

Milestone	
   Target	
  Date	
   Status	
   Benefit	
  

Readiness	
  Release	
  
(SailPoint)	
  

May	
  2014	
   On-­‐track	
   Simplified	
  Account	
  
Management	
  

Connec%ons	
  Update	
  
(External	
  Directories)	
  

May	
  2014	
   On-­‐Track	
   Product	
  Replacement	
  

Founda%on	
  Release	
  
(SailPoint)	
  

July	
  2014	
   On-­‐track	
   Simplified	
  Account	
  
Management	
  

	
  
Improved	
  Sponsored	
  
Guest	
  Func4onality	
  

Applica%on	
  Registra%on	
  
(App	
  Portal)	
  

July	
  2014	
   On-­‐track	
   Reduce	
  Complexity	
  of	
  
IAM	
  Integra4on	
  

UUID	
  Enhancement	
  
(Directory	
  Services)	
  

July	
  2014	
   On-­‐track	
   Simplified	
  Account	
  
Management	
  

	
  
Simplified	
  Applica4on	
  

Administra4on	
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•  Guide and approve recommendations 
to the IAM Executive Committee for 
architectures and standards 

•  Identify the need for technical 
solutions, architectures and standards 

•  Recommend the set of resources 
outside the IAM Program Team to be 
involved in drafting architectures and 
standards 

•  Coordinate around technical change 
management to ensure change will be 
included in local planning 

Objectives Guiding Principles Standing Agenda 
•  Promote change and acknowledge 

areas that need improvement to 
improve the University 

•  Urge the crossing of silos where it 
would improve business processes 

•  Encourage broad communication and 
support among stakeholders 

•  Be transparent in our processes and 
decisions 

•  Use criteria and metrics to evaluate 
ideas and measure them against 
desired outcomes 

•  Accept uncertainty, ambiguity, and 
lack of absolutes when necessary 

•  Approval of Prior Minutes 
•  Chairs Report 
•  Get Started with an IAM Service 
•  Shared Topics of Interest 
•  Proposal Review and 

Recommendations to Approve 
•  General Discussion 

The primary objective for the IAM Technical Oversight Committee is to provide consistent, timely and meaningful review of proposals 
of architecture and standards for the Identity and Access Management Program. The IAM Technical Oversight Committee will identify 
the need for technical solutions, architecture, and standards. When those have been developed, provide feedback as well as 
recommendation for adoption to the IAM Executive Committee. The Committee will meet on a monthly basis. 

IAM Technical Oversight Committee Mission 

IAM	
  Technical	
  Oversight	
  CommiAee	
  

17 DRAFT	
  –	
  FOR	
  INTERNAL	
  DISCUSSION	
  PURPOSES	
  ONLY	
  



Technical	
  Oversight	
  CommiAee	
  Members	
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Name	
   School/Group	
  

Carolyn	
  Brzezinski	
   SIS	
  

Sara	
  Sclaroff	
   HUIT	
  Admin	
  Tech/HR	
  

Rich	
  Ohlsten	
   HUIT	
  Admin	
  Tech/Alumni	
  

Colin	
  Murtaugh	
   HUIT	
  Academic	
  

Dan	
  Fitzpatrick	
   Partners	
  

Eileen	
  Flood	
   Campus	
  Services	
  

Randy	
  Stern	
   Library	
  IT	
  

Joe	
  Zurba	
   HUIT	
  Security	
  

Name	
   School/Group	
  

Steve	
  Duncan	
   Harvard	
  Kennedy	
  School	
  

Tyson	
  Kamikawa	
   Harvard	
  Medical	
  School	
  

Sherif	
  Hashem	
   Harvard	
  Law	
  School	
  

Indir	
  Avdagic	
   SEAS	
  

Ken	
  Ho	
   GSE	
  

Jake	
  Yerdon	
   HSPH	
  

David	
  Faux	
   HUIT	
  Admin	
  Tech/FAS	
  &	
  
College	
  

Jonah	
  Pollard	
   Unified	
  Communica4on/
Cloud	
  

Tim	
  Gleason	
   HUIT	
  IAM/AD	
  


